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调研一下360的k8s开源管理平台：https://github.com/Qihoo360/wayne 



[bookmark: _Toc532308470]安装wayne
准备：一台ubuntu虚拟机。

更新apt：
apt-get update

安装mysql：
sudo apt-get install mysql-server
密码设置为root

修改mysql监听IP：
vim /etc/mysql/mysql.conf.d/mysqld.cnf
修改：
bind-address            = 0.0.0.0
重启mysql：
systemctl restart mysql

给mysql root帐号授权：
mysql -u root -proot
grant all privileges on *.* to 'root'@'%' identified by 'root';
flush privileges;
现在可以通过外部IP访问到mysql了：
mysql -h172.18.11.25 -u root -proot

安装docker：
sudo apt-get install docker.io

安装docker-compose：
apt install docker-compose

下载golang并解压：
https://golang.org/dl/

移动目录：
sudo mv  go/ /usr/local/

软链接go程序：
sudo ln -s /usr/local/go/bin/go /usr/local/bin

准备gopath目录：
mkdir gopath
cd gopath/

导出GOPATH环境变量：
export GOPATH=`pwd`

下载wayne（时间比较长，等一下就行）：
go get github.com/Qihoo360/wayne

进入src/github.com/Qihoo360/wayne，然后vim src/backend/conf/app.conf，修改DBTns = "tcp(127.0.0.1:3306)"为：
DBTns = "tcp(172.18.11.25:3306)"，意思就是让容器里的wayne访问宿主机上的mysql。

创建一个没有任何卵用，但是如果不存在就会启动失败的文件：
touch src/backend/conf/dev.conf

现在通过docker-compose拉起wayne：
docker-compose up -d wayne

看一下容器docker ps：
[image: ]

现在用宿主机IP访问8080就可以访问到容器中的wayne了：

http://172.18.11.25:8080/，帐号密码admin admin

[image: ]
右上角改成中文即可。

[bookmark: _Toc532308471]搭建phpmyadmin

研究wayne比较好的方法就是看它数据库设计，所以启动一个phpmyadmin吧：

直接docker搞：
docker run --name myadmin -d -e PMA_ARBITRARY=1 -p 9000:80 phpmyadmin/phpmyadmin

打开浏览器即可：
[image: ]

能看到所有wayne的表，这太重要了：
[image: ]

[bookmark: _Toc532308472]配置与分析

[bookmark: _Toc532308473]创建集群cluster
第一步就是把k8s集群的配置上传一下，这样wayne才能访问到k8s的apiserver：
[image: ]

配置方法很简单，在k8s master执行：
cat /etc/kubernetes/admin.conf
把内容粘贴到kubeconfig框里，master地址就贴master的访问地址。

现在可以查看k8s nodes了：
[image: ]

配置的集群信息存在cluster表：
[image: ]

Meta_data是wayne支持的其他配置项，比如可以给所有部门下的容器配置公共的环境变量等，具体参考：https://github.com/Qihoo360/wayne/wiki/Wayne-admin-cluster 。

[bookmark: _Toc532308474]创建部门namespace
首先我发现wayne自己又创造了一个命名空间的概念，https://github.com/Qihoo360/wayne/wiki/Wayne-admin-namespace  ，其实是部门的意思，比如PHP部门，关键是它其实对应一个k8s namespace，也就是说一个部门的应用会部署在一个特定的k8s namespace下面，wayne就是这么简单的实现原理。


[image: ]

删掉它，我们建一个php-team部门：
[image: ]

仍旧把应用部到default里就好了，否则还得去k8s里先建namespace。


Wayne用json自定义保存了一些关于部门的配置信息：
[image: ]


[bookmark: _Toc532308475]创建项目app
部门下面，可以创建项目。

这里创建php-team部门下的api项目：

[image: ]

数据库：
[image: ]

[bookmark: _Toc532308476]部署deployment
这一块是重中之重，先从wayne的操作流程，数据库结构这些表象，快速了解一下wayne部署deployment的功能。

然后再从源码，看一下每个功能的代码实现原理，因为wayne就是一个web应用，应该不会有什么复杂的东西在里面，主要就是对k8s client的操作和资源yaml的理解。

Wayne有自己的deployment概念，我们需要到wayne前台进行可视化配置：

点击api项目：
[image: ]









首先创建deployment，这里面的各种资源限制会影响到下面要创建的部署模板，wayne的设计还是很蹩脚的，继续往后看吧： [image: ]

点击编辑部署，可以修改上述配置：
[image: ]

要真的发布k8s deployment，得在wayne部署下面创建wayne部署模板，点击”创建部署模板”：
[image: ]

其实就是一个可视化编辑yaml的web界面，点高级配置可以直接编辑yaml：
[image: ]

部署模板和部署的关系，就是部署会约束模板配置的最大内存，最大CPU，最大副本数量等等。

在部署模板里是没写replicas的，只有真正发布的时候才会拼接进去：

[image: ]

点发布，可以选replicas数量，但不能超过部署里的限制：
[image: ]

然后看到：
[image: ]点击查看详情：
[image: ]

可以进入容器操作shell，以及查看容器日志，甚至直接杀死某个pod：

[image: ]

我们每次发版，就克隆一个新的部署模板：
[image: ]

改改镜像：
[image: ]

其他保持不变，提交！[image: ]

现在，我们要发布api-deployment的新版本了：
[image: ]

上线机房信息已经转移到了新模板下面。

可惜1.8.0这个版本的nginx并不存在，deployment滚动升级停滞了，所以我们再把之前的模板发布一下：

[image: ]

就算回滚了，过会服务就恢复了正常：

[image: ]


对应数据库，deployment表存储wayne的部署配置：

[image: ]

Meta_data以json格式保存了对deployment资源的基本约束信息。


部署模板在deployment_template表，通过deployment_id关联到deployment表：
[image: ]

同一时刻只有一个template处于发布状态，所以wayne在publish_status表里，记录了一下发布状态：

[image: ]

估计type==0就是指deployment资源，其他资源类型有statefulset、job等等。

Resource_id是deployment的id，template_id是deployment_template的id，也就是说deployment 5的当前生效模板是7。

发布历史在Publish_history表：
[image: ]


去K8s中看deployment的label/annotations也可以看出来，wayne并没有在deployment里面埋什么关联信息，纯粹是以wayne自身的mysql数据为依据：

[image: ]
就是些很基础的信息，感觉是没什么用的，并且wayne拼出来的YAML很简单，没有什么复杂特性。
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现在需要看wayne的deployment这块源码了，主要关注几个点：
1. Deployment Yaml动态生成
2. Deployment 发布
3. Deployment发布状态获取
4. Deployment POD列表获取
5. Web ssh访问POD内容器
6. 获取POD日志


1， [bookmark: _Toc532308478]deployment yaml动态生成
也就是在页面上点点点，然后生成yaml的过程。

提交请求：
[image: ]
提交了一个JSON：
[image: ]

对应源码：/Users/liangdong/Documents/github/golang/src/github.com/Qihoo360/wayne/src/backend/controllers/deployment/deployment_tpl.go

[image: ]

反序列化json，然后校验一下template字段是否合法：
[image: ]
可见，前端直接拼好了deployment json上传了后端，后端简单用k8s deployment结构反序列化，没错就当作没错了：
[image: ]

然后就是插入到数据库把deployment_tpl保存起来了。

[image: ]

可见，平时我们人工编写都是yaml语法，但是json显然更适合程序处理，所以k8s定义的资源对象基本都是支持json和protobuf两种序列化格式（yaml的话需要先转json），并没有yaml：
[image: ]

关于yaml动态生成就是这样，前端搞json，后端可以结构化操作后序列化为Json。
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发布调用的接口：
[image: ]

哪个namespace的哪个app的哪个deployment的哪个模板，restful风格。

Body部分就是一个完整的deployment json：
[image: ]

其中spec.replicas是前端拼接上去的，每次发布都可以选replicas数量：
[image: ]

后端源码：
/Users/liangdong/Documents/github/golang/src/github.com/Qihoo360/wayne/src/backend/controllers/kubernetes/deployment/deployment.go

[image: ]
把deployment json反序列化一下。

取了一下数据库里的deployment表和cluster表：
[image: ]

然后对deployment json做一波处理：

实现如下：[image: ]
[image: ]

其中，deployment.spec.template.spec.containers就是遍历每个容器，把cluster表配置的默认环境变量merge到每个容器的环境变量里，最后再更新回deployment json里。

类似的还有其他一些基本的东西都拼到deployment json里，比如deployment属于哪个k8s namespace，还有给deployment的podTemplate打上一个annotations：
[image: ]


接下来，准备了一条发布历史记录，准备 最后插入。
自己检查了一下k8s集群剩余资源够不够：
[image: ]
checkResourceAvalable是wayne自己做的资源充足检查逻辑，在配置wayne namespace的时候配置过一个metadata，限制了wayne可以在namespace下使用的资源总量。

[image: ]

逻辑分4部分，先取cluster表的资源总限制，再取k8s中该namespace的已使用量，再计算要部署的deployment想比运行中的Deployment多占用了多少资源，最后算一下是否充足。

最后，就是发布环节了，把deployment json推给k8s：
[image: ]

其中CreateOrUpdateDeployment负责k8s推送：先查找deployment，不存在就create，已存在就update，就这样的一个逻辑：
[image: ]

推上去之后，就更新了publish_status表：
[image: ]
也更新了一下deployment表，应该是在meta_data中记录了本次发布的replicas是多少：
[image: ]

[bookmark: _Toc532308480]Deployment发布状态获取
前端效果：
[image: ]
前端请求的接口是：
[image: ]

后端源码是：
/Users/liangdong/Documents/github/golang/src/github.com/Qihoo360/wayne/src/backend/controllers/kubernetes/deployment/deployment.go

代码：
[image: ]

其中name变量就是api-deployment这个名字，详细看GetDeploymentDetail实现：

[image: ]
直接调了k8s api获取了deployment信息，toDeployment是啥呢？

[image: ]
红框内，它就是取了一下deployment的replicas作为期望的pod数量，avaliableReplicas作为当前有效的pod数量，这个实现感觉有点粗矿。。。没有看到我想要的严谨判定。

这里获取deployment的pods列表，并不是调用的k8s api：
[image: ]

Wayne貌似是监听了k8s的所有event，在内存构建了一份pod列表数据，indexer是这样初始化来的：
[image: ]
为啥不直接像kubectl这样取apiserver请求一下呢？还不知道。
kubectl get pods -l app=api-deployment -o yaml 
[image: ]
同样的，POD内容器的name都会收集起来。

接口响应值：
{
	"data": {
		"objectMeta": {
			"name": "api-deployment",
			"namespace": "default",
			"labels": {
				"app": "api-deployment",
				"wayne-app": "api",
				"wayne-ns": "php-team"
			},
			"annotations": {
				"deployment.kubernetes.io/revision": "3"
			},
			"creationTimestamp": "2018-12-11T03:26:03Z"
		},
		"pods": {
			"current": 1,
			"desired": 1,
			"running": 0,
			"pending": 0,
			"failed": 0,
			"succeeded": 0
		},
		"containers": ["nginx:1.7.9"]
	}
}
[bookmark: _Toc532308481]Deployment pod列表获取
界面与接口如下：
[image: ]

对应源码：
/Users/liangdong/Documents/github/golang/src/github.com/Qihoo360/wayne/src/backend/controllers/kubernetes/pod/pod.go

函数：
[image: ]
会进入第一个分支，调用GetPodsByDeployment：

通过label筛选出POD，这里就是要筛选包含标签app: api-deployment的POD：
[image: ]

直接调用k8s api获取：

[image: ]并且对pod的ownerReferences.kind字段做了一波过滤，只返回那些通过replicaset创建的pod，没啥用处。

最后调用的toPods转换成应答的结构：
[image: ]
取了POD基本信息，以及POD内每个container的重启次数，其中getPodStatusStatus计算POD的状态：
[image: ]

各种字段判定，恐怕也是经验积累下来的，各种试出来的吧，有点参考价值。

最后就是应答：
{
	"data": [{
		"name": "api-deployment-57d46d7ff5-rxskm",
		"namespace": "default",
		"containerStatus": [{
			"name": "nginx",
			"restartCount": 0
		}],
		"state": "Running",
		"podIp": "10.244.0.8",
		"nodeName": "ubuntu",
		"startTime": "2018-12-11T11:26:03+08:00"
	}]
}

每个pod的状态、IP、节点名，以及POD内每个容器的重启次数。[image: ]

[bookmark: _Toc532308482]web ssh访问pod内容器
访问的URL中，体现了访问api-deployment-57d46d7ff5-rxskm这个POD的nginx容器：
http://172.18.11.25:8080/public/portal/namespace/2/app/3/deployment/api
-deployment/pod/api-deployment-57d46d7ff5-rxskm/container/nginx/terminal/%E5%80%BC%E5%BE%97%E4%B9%B0k8s/default

[image: ]

打开了一个web ssh终端。

实现原理从源码可以看懂：
/Users/liangdong/Documents/github/golang/src/github.com/Qihoo360/wayne/src/backend/controllers/kubernetes/pod/terminal.go

Web端可以用开源xterm.js库搞定，wayne就这么搞的。

Xterm.js会通过weboscket连到wayne，wayne调用k8s client的remotecommand包可以和apiserver之间启动一个SPDY协议的长连接。 

Wayne需要提供给remotecommand包3个回调函数，分别是Read,Write,Next，remotecommand会持续的调用read来获取webshell的输入，write是令wayne把终端输出通过websocket写到web端，next是remotecommand持续调用来获取是否web端改变了终端大小。

Web连websocket之前，会先到wayne申请一个token：
[image: ]
然后通过xterm.js带着token按websocket连到wayne，经过校验token后握手为websocket连接进行后续通讯。

代码不复杂，就不分析了。

[bookmark: _Toc532308483]获取pod日志
请求：
[image: ]

代码：
/Users/liangdong/Documents/github/golang/src/github.com/Qihoo360/wayne/src/backend/controllers/kubernetes/log/log.go 

调用k8s client直接获取的：
[image: ]
读了末尾的N行日志：
[image: ]

应答：
[image: ]

[bookmark: _Toc532308484]RBAC设计

用户user
权限permission
角色group：类型又分为app角色，namespace角色
角色权限表group_permissions：哪个group拥有那些permission。

关联表app_user：哪个user在哪个app赋予哪个group。
关联表namespace_user：哪个user在哪个namespace赋予哪个group。
[bookmark: _GoBack]
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bash: top: command not found

root@api-deployment-57d46d7££5-4pncs: /# 1s

bin boot dev etc home lib 1ib64 media mnt opt proc root run sbin

root@api-deployment-57d46d7££5-4pncs: /# 1s
total 68

drwxr-xr-x 2 root root 4096 Jan 27 2015 bin
drwxr-xr-x 2 root root 4096 Dec 24 2014 boot
drwxr-xr-x 5 root root 360 Dec 11 03:26 dev
druxr-xr-x 45 root root 4096 Dec 11 03:26 etc
drwxr-xr-x 2 root root 4096 Dec 24 2014 home
drwxr-xr-x 8 root root 4096 Jan 27 2015 lib
drwxr-xr-x 2 root root 4096 Jan 27 2015 1ib64
drwxr-xr-x 2 root root 4096 Jan 27 2015 media
drwxr-xr-x 2 root root 4096 Dec 24 2014 mnt
drwxr-xr-x 2 root root 4096 Jan 27 2015 opt
dr-xr-xr-x 187 root root 0 Dec 11 03:26 proc

2 root root 4096 Jan 27 2015 root

6 root root 4096 Dec 11 03:26 run

2 root root 4096 Jan 27 2015 sbin

2 root root 4096 Jun 10 2012 selinux

2 root root 4096 Jan 27 2015 srv
dr-xr-xr-x 13 root root 0 Dec 11 03:26 sys
druxrwxrwt 2 root root 4096 Jan 27 2015 tmp
drwxr-xr-x 13 root root 4096 Jan 27 2015 usr
drwxr-xr-x 16 root root 4096 Jan 27 2015 var

root@api-deployment-57d46d7££5-4pncs: /# [

selinux

selinux

srv

srv

sys

sys

t

t
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root@ubuntu:~# kubectl
Vame :

Jamespace:
“reationTimestamp:
Labels:

Annotations:
Selector:
Replicas:
StrategyType:
MinReadySeconds:
RollingUpdateStrategy:
Pod Template:

describe deployment
api-deployment

default

Tue, 11 Dec 2018 11:26:03 +0800
app=api-deployment
wayne-app=api
wayne-ns=php-team
deployment.kubernetes.io/revision: 3
app=api-deployment

2 desired | 2 updated | 2 total | 2 available
RollingUpdate

0

1 max unavailable, 20% max surge

Labels: app=apl-deployment
wayne-app=api
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v General

Request URL: http://172.18.11.25:8080/api/v1/apps/3/deployments/tpls
Request Method: POST
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v Request Payload  view source

» {name: “api-deploynent",.}
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// @Title Create

// @Description create DeploymentTemplate
// @param body  body models.DeploymentTemplate true  "The DeploymentTemplate cont
// @Success 200 return models.DeploymentTemplate success
// @router / [post]

func (c *DeploymentTplIController) [EEEE() {

var deployTpl models.DeploymentTemplate
json.Unmarshal(c.Ctx.Input.RequestBody, &deployTpl)

logs.Error( f: "get body error. %v", err)
c.AbortBadRequestFormat( paramiame: "DeploymentTemplate")

eploymentTemplate|deployTpl.Template]; err != nil {
logs.Error( f: "valid template &Fr %oV, &

c.AbortBadRequestFormat( paramiame: "KubeDeployment")
>

deployTpl.User = c.User.Name
_, err = models.DeploymentTpIModel.Add(&deployTpl)

if err 1= nil {
logs.Error( f: "create error.%v", err.Error())
cHandleError(err)
return

>

c.Success(deployTpl)
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v {name: “api-deployment",.}
createTime:
» deployment: {id: 5, name:
deploymentId: 5
description: "123'

52 "php-

user:

adnin’
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func validDeploy

deployment := 1beta1.Deployment{}

err := json.Unmarshal(hack.Slice(deployStr), &deplpyment)
if err 1= nil {

return fmt.Errorf( format: "deployment template format error.%v", err.Error())
>

return nil

g) error {
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[ %8 3¢ 5% @MIFZ 10 api-deployment {"apiVersion’:"extensions/vibetal" "kind":'Deploym... 5 123 2018-12-11 135111 2018-12-11 135111 admin

.





image40.png
// +genclient
// +k8s:deepcopy-gen:interfaces=k8s.io/apimachinery/pkg/runtime.Object

// DEPRECATED - This group version of Deployment is deprecated by apps/vibeta2/Deployment. See the release n
//more information.
/feployment enables declarative updates for Pods and ReplicaSets.
type Deployment struct {
metav1.TypeMeta “json:",inline""
// Standard object metadata.
// +optional
metav1.ObjectMeta *json:"metadata,omitempty" protobuf:"bytes,1,0pt,name=metadata""

// Specification of the desired behavior of the Deployment.
// +optional
Spec DeploymentSpec " json:"spec,omitempty” protobu

bytes,2,0pt,name=spec""

// Most recently observed status of the Deployment.
// +optional
Status DeploymentStatus *json:"status,omitempty” protobuf

ytes,3,0pt,name=status""
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v General
Request URL: http://172.18.11.25:8080/api/v1/kubernetes/apps/3/deployments/5/tpls/9/clusters/%ES%80%BCHESSBEXITHEA%BIBOKES
Request Method: POST
Status Code: @ 200 0K
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v Request Payload  view source

v {apiversion: "extensions/vibetal", kind: “Deployment"
apiVersion: “"extensions/vlbetal"
kind: "Deployment"

» metadata: {labels: {wayne-app: “api"
» spec: {selector: {matchLabels: {apj

wayne-ns: “php-team"
pi-deploynent"}}, .}

app:

“api-deployment"}, name: “api-deployment
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// @Title deploy

// @Description deploy tpl

// @Param body body string true "The tpl content”

// @Success 200 return ok success

// @router /:deploymentId([0-9]+)/tpls/:tplId([0-9]+)/clusters/:cluster [post]

func (c *KubeDeploymentController) Deploy()
deploymentld := c.GetIntParamFromURL( para
tplld := c.GetIntParamFromURL( param: ":tplId

var kubeDeployment
json.Unmarshal(c.Ctx.Input{Request &kubeDeployment)

i il {

logs.Error( f: "Invalid deployment tpl %v", string(c.Ctx.Input.RequestBody))

c.AbortBadRequestFormat( paremieme: "KubeDeploymen

deploymentId")
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clusterModel, err := models.ClusterModel. GetParsedMetaDataByName(cluster)
if err 1= nil {

logs.Error( f: "get cluster error.%v", err)

cHandleError(err)

return
>

deploymentModel, err

if err 1= nil {
logs.Error( f: "get deployment error.%v", err)
cHandleError(err)
return

>

models.DeploymentModel.GetParseMetaDataByld(int64(deploymentId))
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common.DeploymentPreDeploy(&kubeDeployment, deploymentModel, clusterModel, namespaceModel)
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func peploymentPreDeploy(kubeDeployment *vibetal.Deployment, deploy *models.Deployment,
cluster *models.Cluster, namespace *models.Namespace) {
//step 1 add envs
for i := 0; i < len(kubeDeployment.Spec.Template.Spec.Containers); i++ {
preDefinedEnvMap := make(mapl[string]v1.EnvVar)

envResult := make([]v1.EnvVar, 0)

// user defined

for _, en
preDefinedEnvMap[env.Name] =

>

// cluster defined, overwrite user defined

for _, env := range cluster.MetaDataObj.Env {
preDefinedEnvMap[env.Name] = env

>

// namespace defined, overwrite cluster and user defined

for _, env := range namespace.MetaDataObj.Env {
preDefinedEnvMap[env.Name] = env

>

for _, env := range preDefinedEnvMap {
envResult = append(envResult, env)
>

kubeDeployment.Spec. Template.Spec. Containers[i.Env = envResult

-ange kubeDeployment.Spec. Template. Spec. Containers(i.Env {
nv

¥

// step 2 add image pull secret

preDefinedImagePullSecretMap :

// user defined

for _, secret := range kubeDeployment.Spec. Template.Spec.ImagePullSecrets {
preDefinedimagePullSecretMap[secret.Name] = secret

make(map(string]v1.LocalObjectReference)

>

// cluster defined, overwrite user defined

for _, secret := range cluster.MetaDataObj.ImagePullSecrets {
preDefinedimagePullSecretMap[secret.Name] = secret

>

// namespace defined, overwrite cluster and user defined

for _, secret := range namespace.MetaDataObj.ImagePullSecrets {
preDefinedimagePullSecretMap[secret.Name] = secret

>

imagePullSecretsResult := make([]v1.LocalObjectReference, 0)

for _, secret := range preDefinedmagePullSecretMap {

SnoDullSarrateR ocnlt = annandlimanaDillGarratcRacult carrat)
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// step 3 add user defined affinity
if deploy.MetaDataObj.Affinity != nil {
kubeDeployment.Spec. Template. Spec.Affinity = deploy.MetaDataObj.Affinity

>
7/ step 4_is allow privilege
for i := 0; i < len(kubeDeployment.Spec.Template. Spec.Containers); i++ {

if kubeDeployment.Spec. Template. Spec. Containersi]. SecurityContext == nil {
kubeDeployment.Spec. Template. Spec. Containers{i]. SecurityContext = &v1.SecurityContext{}

BAT AL
:= deploy.MetaDataObj.Privileged[kubeDeployment.Spec. Template. Spec. Containers(i].Name]

falseVar := false
privileged = &falseVar

>

kubeDeployment.Spec. Template. Spec. Containers{i]. SecurityContext. Privileged = privileged
>
// step 5 set namespace
kubeDeployment.Namespace = namespace.MetaDataOb;.Namespace

// step 6
if kubeDeployment.Spec.Template.Annotations == nil {
kubeDeployment.Spec. Template.Annotations = make(map(string]string)

>
kubeDeployment.Spec.Template.Annotations[util.PodAnnotationControllerKindLabelKey] = strings.ToLower(string(models.KubeApiTypeDeployment))
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publishHistory := &models. PublishHistory{
Type: models.PublishTypeDeployment,
Resourceld: ~ int64(deploymentId),
ResourceName: kubeDeployment.Name,
Templateld:  int64(tplid),
Cluster: cluster,
User: c.User.Name,

>
defer models.PublishHistoryModel.Add(publishHistory)

er

checkResourceAvailable(namespaceModel, cli, &kubeDeployment, cluster)
err 1= nil {

publishHistory.Status = models.ReleaseFailure

publishHistory.Message = err.Error()

cHandleError(err)

return
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func checkResourceAva
7/ this namespace can't use current cluster
clusterMetas, ok etaDataObj.ClusterMetas[cluster

i *kubernetes.Clientset, kubeDeployment *v1betal.Deployment, cluster string) error {

return &base.ErrorResult{
Code: http.StatusForbidden,
SubCode: http.StatusForbidden,

Msg:  fmt.Sprintf( format: "Current namespace (%s) can't use current cluster (%s).Please contact administrator. "

ns.Name, cluster),

¥

// check resources
selector := labels.SplectorFromSet(mapl[string]string{
util.NamespaceLabelKey: ns.Name,

N

namespaceResourceUsed, err := namespace.ResourcesUsageByNamespace(cli, ns.MetaDataObj.Namespace, selector.String())

requestResourceList, err := deployment.GetDeploymentResource(cli, kubeDeployment)
err 1= nil {
logs.Error( f: "get deployment (%v) resource list error.%(v", kubeDeployment, err)
return err

¥

ClusterMetas. ResourcesLimit. Memory 1= 0 &&
clusterMetas. ResourcesLimit.Memory-(namespaceResourceUsed.Memory-+requestResourceList.Memory)/1024 < 0 {
return &base. ErrorResult{

Code: http.StatusForbidden,

SubCode: base.ErrorSubCodelnsufficientResource,

Msg:  fmt.Sprintf( format: “request namespace resource (memory:%dGi) is not enough for this deploy", requestResourceList.Memory/1024),

¥
¥

if clusterMetas.ResourcesLimit.Cpu != 0 &&

clusterMetas. ResourcesLimit.Cpu-(namespaceResourceUsed.Cpu-+requestResourceList.Cpu)/1000 < 0 {
return &base.ErrorResult{

Code: http.StatusForbidden,

SubCode: base.ErrorSubCodelnsufficientResource,

Msg:  fmt.Sprintf( format: “request namespace resource (cpu:%d) is not enough for this deploy”, requestResourceList.Cpu/1000),

¥
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BKESTA
deployment.CreateOrUpdateDeployment(cli, &kubeDeployment)
nil {
publishHistory.Status = models.ReleaseFailure
publishHistory.Message = err.Error()
logs.Error( f: "deploy deployment error.%v", err)
cHandleError(err)
return
3 else {
publishHistory.Status = models. ReleaseSuccess
err = models. PublishStatusModel.Add(deploymentld, tplld, cluster, models.PublishTypeDeployment)
/ BNBIRES
if err 1= nil {
logs.Error( f: "add deployment deploy status error.%v", err)
cHandleError(err)
return
>

err = models.DeploymentModel.Update(*kubeDeployment.Spec. Replicas, deploymentModel, cluster)
if err 1= nil {

logs.Error( f: "update deployment metadata error.%v", err)

cHandleError(err)

return
>

3
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func EreateOrUpdateDeployment(cli *kubernetes.Clientset, deployment *vibetal.Deployment) (*vibetal.Deployment, error) {
old, err := cli.AppsV 1beta1().Deployments(deployment.Namespace). Get(deployment.Name, metaV1.GetOptions{})
if err 1= nil {
if errors.IsNotFound(err) {
return cli.AppsV1beta1().Deployments(deployment.Namespace).Create(deployment)
>

return nil, err

>

old.Labels = deployment.Labels
old.Annotations = deployment.Annotations.
old.Spec = deployment.Spec

return cli.AppsV1beta1 (). Deployments(deployment.Namespace). Update(old)
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publishHistory.Status = models. ReleaseSuccess
err = models. PublishStatusModel.Add(deploymentld, tplld, cluster, models.PublishTypeDeployment)

if err 1= nil {
logs.Error( f: "add deployment deploy status error.%v", err)
cHandleError(err)
return

return
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v General

Request URL: http://172.18.11.25:8080/api/v1/kubernetes/apps/3/deployments/api-deployment/detail/namespaces/default/clusters/%ES%BO%BCHESHBEROTHE%BIXBOKES
Request Method: GET
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// @Title Get
// @Description find Deployment by cluster
// @Param cluster ~ path string true  'the cluster name"
// @Param namespace ~ path string true  "the namespace name"
// @Success 200 {object} models.Deployment success
// @router /:deployment/detail/namespaces/:namespace/clusters/cluster [get]
func (c *KubeDeploymentController) GetDetail() {
cluster := c.Ctx.Input.Param( key
namespace := c.Ctx.Input.Param( key:
name := c.Ctx.Input.Param( ke leployment"
manager, err := client.Manager(cluster)
if err == nil {
result, err
if err 1= nil {
logs.Error( f: "get kubernetes deployment detail error.
c.HandleError(err)
return
>
c.Success(result)]
3 else {
c.AbortBadRequestFormat( paramiame:
>

s

jeployment. GetDeploymentDetail(manager.Client, manager.Indexer, name, namespace)

cluster, namespace, name, err)
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func GetDeploymentDetail(cli *kubernetes.Clientset, indexer *client.CacheIndexer, name, namespace string) (*Deployment, error) {
deployment, err := cli.AppsV 1betal().Deployments(namespace).Get(name, metaV1.GetOptions{})
if err 1= nil {
return nil, er

¥

return toDeployment(deployment, indexer), nil
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func toDeployment(deployment *v1betal.Deployment, indexer *client.CacheIndexer) *Deployment {
result := &Deployment{
ObjectMeta: common.NewObjectMeta(deployment.ObjectMeta),

>

Cpodinfo := common.PodInfo{}

podinfo.Current = deployment.Status. AvailableReplicas
podinfo.Desired = *deployment.Spec.Replicas

pods := pod.GetPodsBySelectorFromCache(indexer, deployment.Namespace, deployment.Spec.Template.Labels)

podinfo.Warnings = event.GetPodsWarningEvents(indexer, pods)

result.Pods = podinfo

containers := make([string, 0)
for _, container := range deployment.Spec. Template.Spec.Containers {
containers = append(containers, container.Image)

¥

result.Containers = containers

return result
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func toDeployment(deployment *v1betal.Deployment, indexer *client.Cachelndexer) *Deployment {
result := &Deployment{
ObjectMeta: common.NewObjectMeta(deployment.ObjectMeta),
>

podinfo := common.PodInfo{}
podinfo.Current = deployment.Status.AvailableReplicas
podinfo.Desired = *deployment.Spec.Replicas

pods := pod.GetPodsBySelectorFromCache(indexer, deployment.Namespace, deployment.Spec. Templat

podinfo.Warnings = event.GetPodsWarningEvents(indexer, pods)

result.Pods = podinfo

containers := make([string, 0)
for _, container := range deployment.Spec. Template.Spec.Containers {
containers = append(containers, container.Image)

¥

result.Containers = containers

return result

¥

i el ek al et f el bt e b ac (i antent marma .. b a
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func buildCacheController(client *kubernetes.Clientset) *CacheIndexer {
stopCh := make(chan struct(})
// create the pod watcher
podListWatcher := kcache.NewListWatchFromClient(client.CoreV1().RESTClient(), resource: "pods", vi.NamespaceAll, fields.Everything())
podindexer, podInformer := kcache.NewIndexerInformer(podListWatcher, &v1.Pod{}, defaultResyncPeriod, kcache.ResourceEventHandlerFuncs{}, kcache.Indexers{})
go podinformer.Run(stopCh)

// create the event watcher
eventListWatcher := kcache.NewListWatchFromClient(client.CoreV1().RESTClient(), resource: "events", vi.NamespaceAll, fields.Everything())

eventindexer, eventInformer := kcache.NewIndexerInformer(eventListWatcher, &v1.Event(}, defaultResyncPeriod, kcache.ResourceEventHandlerFuncs{}, kcache.Indexers{})
go eventInformer.Run(stopCh)

return &Cachelndexer{
Pod:  podindexer,
Event: eventindexer,
stopChans: stopCh,
>
>
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func toDeployment(deployment *v1betal.Deployment, indexer *client.CacheIndexer) *Deployment {
result := &Deployment{
ObjectMeta: common.NewObjectMeta(deployment.ObjectMeta),

¥

podinfo := common.PodInfo{}
podinfo.Current = deployment.Status.AvailableReplicas
podinfo.Desired = *deployment.Spec.Replicas

pods := pod.GetPodsBySelectorFromCache(indexer, deployment.Namespace, deployment.Spec.Template.Labels)
podinfo.Warnings = event.GetPodsWarningEvents(indexer, pods)
result.Pods = podinfo
containers := make([]string, 0)
for _, container := range deployment.Spec. Template. Spec. Containers {
containers = append(containers, contairnerimag
>

result.Containers = containers

return result

¥
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root@ubuntu:~/deploy/wayne/gopath/src/github.com/Q1hoo360/wayne# docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES
8105ec246889
wayne wayne 1

"/opt/wayne/backen..." About a minute ago Up 9 seconds 0.0.0.0
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// @Title List

// @Description find pods by deployment

// @Param deployment  query string true  'the deployment name."

// @Param statefulset  query string true  'the statefulset name."

// @Success 200 {object} models.Deployment success

// @router /namespaces/:namespace/clusters/ cluster [get]

func (c *KubePodController) List() {
cluster := c.Ctx.Input.Param( key:
namespace := c.Ctx.Input.Param( ke
deployment := c.Input().Get( ke
statefulset := c.Input().Get( key:

daemonSet := c.Input().Get( key
job := c.Input().Get( key: "job
i, err := client.Client(cluster)

if err == nil {

var result interface(}
var err error
if deployment {

result, err = pod.GetPodsByDeployment(cli, namespace, deployment)
} else if statefulset != "" {

result, err = pod.GetPodsByStatefulset(cli, namespace, statefulset)
} else if daemonSet != "" {

result, err = pod.GetPodsByDaemonSet(cli, namespace, daemonSet)

} else if job {
result, err = pod.GetPodsByJob(cli, namespace, job)
3 else {

err = fmt.Errorf( format: "unkown resource type. ")
>
if err 1= nil {
logs.Error( f: "get kubernetes pod error.", cluster, namespace, err)
cHandleError(err)
return
>
C.Success(result)
3 else {
c.AbortBadRequestFormat( paramiame: "Cluster")
>
>
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func GetPodsByDeployment(cli *kubernetes.Clientset, namespace, name string) ([J*Pod, error) {
podSelector := labels.SelectorFromSet(maplstring]string{"app": name}).String()
pods, err := GetPodsBySelector(cli, namespace, podSelector)
if err 1= nil {
return nil, err
>

filteredPod := filterPodByApiType(pods, models.KubeApiTypeReplicaSet)

return toPods(filteredPod), nil
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func etPodsBySelector(cli *kubernetes.Clientset, namespace, labelSelector string) ([Iv1.Pod, error) {
podList, err := cli.CoreV1().Pods(namespace).List(metaV1.ListOptions{LabelSelector: labelSelector})
if err 1= nil {
return nil, err

>
return podList.Items, il

>
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funcfoPod(kpod *v1.Pod) *Pod {

pod := Pod{
Name:  kpod.Name,
Namespace: kpod.Namespace,
Podip:  kpod.Status.PodIP,
NodeName: kpod.Spec.NodeName,
State:  getPodStatusStatus(kpod),

>

if kpod.Status.StartTime |
pod.StartTime
>

nil {
kpod.Status.StartTime.Local()

status := make([]ContainerStatus, 0)

for _, containerStatuse := range kpod.Status.ContainerStatuses {
state := ContainerStatus{
Name: containerStatuse.Name,
RestartCount: containerStatuse.RestartCount,

¥

status = append(status, state)
>

pod.ContainerStatus = status

return 8pod
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/f@etPodStatus returns the pod state
func getPodStatusStatus(pod *v1.Pod) string {
// not running
if podStatus.Phase |= v1.PodRunning {
return string(pod.Status.Phase)
>

ready := false
notReadyReason
for _, c := range pod.Status.Conditions {
if c.Type == v1.PodReady {
ready = c.Status == v1.ConditionTrue
notReadyReason = c.Reason

¥

¥

if pod.Status.Reason !="" {
return pod.Status.Reason
>

if notReadyReason != " {
return notReadyReason
>

if ready {
return string(v1.PodRunning)
>

// Unknown?
return "Unknown"




image69.png
BiELHE @

&8 v s PODP v  NodeName Age e
api-deployment-57d46d7f5-rxskm 1024408 ubuntu 3n HABE BE B

1-Tof1




image70.png
nent/api-deployment/pod/api-deployment-57d46

15 O ot oo [ Inte

{E3EK8s api-deployment

‘oot@api-deployment-57d46d7££5-rxskn: /# echo wayne-init
‘oot@api-deployment-57d46d7££5-rxs





image71.png
// @Title Create terminal

// @Param cmd  query string true  "the cmd you want to exec.”

// @Param container  query string true  'the container name."

// @Description create container terminal

// @router /:pod/terminal/namespaces/:namespace/clusters/:cluster [post]

func (c *KubePodController) Terminal() {
cluster := c.Ctx.Input.Param( key
pod := c.Ctx.Input.Param( ke
container := c.Input().Get( key:
namespace := c.Ctx.Input.Param( ke
cmd := c.Input().Get( key
if pod || container

c.AbortBadRequest( msq

>

Pod and container are required!

sessionld, err := genTerminalSessionld()
if err 1= nil {

cHandleError(err)

return
>

c.Success(TerminalResult{
Sessionld: sessionld,
Token:  generateToken(namespace, pod),
Cluster: cluster,
Namespace: namespace,

Pod:  pod,
Container: container,
Cmd:  cmd,

N
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c.GetIntParamFromQuery( param
c.Ctx.Input.Param( key: ster")
namespace := c.Ctx.Input.Param( key: ":namespace")
c.Ctx.Input.Param( key: ":pod
container := c.Ctx.Input.Param( ke
opt := &v1.PodLogOptions{

Container: container,

Taillines: &tailLines,

>
i, err := dlient.Cli
if err == nil {
result, err := Jog.GetLogsByPod(cli, namespake, pod, opt)
if err 1= nil {
logs.Info( f: "get kubernetes log by pod error.", cluster, namespace, pod, err)
cHandleError(err)
return
>
c.Success(hack.String(result))
3 else {
c.AbortBadRequestFormat( paramiame: "Cluster")
>

b
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func GetLogsByPod(cli *kubernetes.Cli e string, opt *v1.PodLogOptions) ([Ibyte, error)
req := cli.CoreV1().Pods(namespace}
readCloser, err := req.Stream()
if err 1= nil {

return nil, err

¥

defer readCloser.Close()

GetLogs(podName, opt)

return ioutil.ReadAll(readCloser)
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